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kept in systems which apply
contextual and control infc




There are strong
forces and
pressures
affecting the
formation, use,
sharing and
retention of
records
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What Will You Receive in Collection
(Surveillance and Stored Comms)?
[t varies by provider. In general:

Current Providers

* E-mail
« Microsoft (Hotmail, etc.) 2 C}_’a‘ — video, voice
. Google * Videos
S Vahoo! * Photos
*+ Stored data
* Faccbook . VoIP
* PalTalk * File transfers
* YouTube * Video Conferencing
» Skype + Notifications of target activity — logins, etc.
+ AOL * Online Social Networking details
» Apple + Special Requests

Complete list and details on PRISM web page:
Go PRISMFAA TOP SECRET/SI/ORCON/NOFORN



mm) A core job for records professionals of all
varieties is determining timely, appropriate
and accountable rules for access to records

mm) Appraisal —as described in 1ISO 15489 - offers us
a powerful methodology for achieving this




Act: SR

appraisal process

Keep docymentation
Consult with stakeholders

' Leadership
[ Strategic direction,

Ry -

Plan:

Involve appropriate people/groups
Analyse the business and
technological context

rform functional analysis

Authorisation

Keep docymentation
Consult with stakeholders

- Review the appropriateness of
records policy and prur:eduresﬂ_""——— —

- Maonitor the changing business and
technological context

- Monitor changing regulatory,
business and societal requirements

- Monitor changing risks

Link records requirements to

business functions and work

processes

- Assess or reassess risks associated
with the implementation of records
requirements

- Create or update records controls

- Design or redesign systems

- Develop or update policy and
procedures

Recurrent appraisal for managing records: a continuous improvement cycle



Implementation: Strategies and opportunities

* Form multi-disciplinary teams
* Tackle high risk business first

* Break rules down into machine-executable
instructions, suited to the specific systems
environments they need to be deployed in

e Utilize APIs and microservices

* Explore opportunities for facilitating personally
controlled data — enhancing the agency of other
participants in the business




Thank you!
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